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We will explore five basic means by which a web resource can become the 
object or the source of an attack: 

•	 Use of vulnerable web applications   
The attacking party launches a bot on the network, which auto-
matically scans for accessible web resources and determines vul-
nerabilities in them by means of a specially constructed query.  
The result is that the bits of infecting code are included and 
‘dissolved’ into the code of the web resource, which can in turn 
infect computers of visiting users.  The most well-known types 
of these attacks are SQL Injection9  and Cross-Site Scripting10  
(XSS).  It is important to note that the deletion of malicious code 
fragments is by no means a guarantee against future infection.   
 

•	 Administrator password theft  
This is the most common method for break-in to a web resource.  
Invasion occurs by means of stealing the administrator password 
and accessing the control panel of the web resource.  To accom-
plish this, a “Trojan horse” is normally used, which is installed 
on the personal computer of the administrator.  The program 
scans the victim’s disk in search of useful data and captures 
keyboard input, then secretly passes this information out to the 
attacker.  As a result, the web resource is exposed to an attacker 
who turns it into a platform for spreading malicious code.    

•	 Rotating malicious advertisements  
Internet predators often use the lack of security regarding web 
advertisements to introduce malicious banners into the adver-
tisement rotation.  These, in turn, attack visiting users (as a rule 
through system vulnerabilities) and embed their ‘Trojan’ pro-
grams.  As a result, even a ‘clean’ web resource can become an 
implement for an attack or the spread of security threats. 
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9  SQL Injection Wikipedia definition 
Read more

10  SQL Injection Wikipedia definition 
Read more

AN EXAMPLE OF AN XSS ATTACK

A malicious user sends an email message 
to the victim containing some specially 
constructed link that is masked as a link to 
a trusted site:  

http://trusted.website.com/search.php?q=
trololo<script>GetAccessData();</script>

Once launched, the link executes a 
malicious script which discreetly sends the 
victim’s personal data, such as the login 
and password to the trusted site, to the 
attacker.  This scenario works when the 
victim is already logged into a site at the 
moment that the false link is clicked.
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•	 External applications  
Sometimes it happens that the functionality of a management 
system does not satisfy the specified requirements.  In this can 
the administrator of a web resource may use a plug-in module 
or widgets from third-party developers.  As in the previous case, 
this is another way in which an attacker can operate through a 
‘clean’ web resource.  Concretely, this can be done by creating 
a malicious plug-in or widget, or by exploiting a weakness in a 
legitimate plug-in.    

•	 UGC 
The Web 2.0 revolution brought users the chance to bring their 
15 minutes of allotted fame to fruition through UGC (User-Gen-
erated Content).  Web resources are now open platforms invit-
ing, even encouraging, users to put up news, maintain journals, 
and participate in discussions or simply to socialize with other 
people online.  The reaction of the computer underworld was im-
mediate and predictable:  attackers actively use the tools of Web 
2.0 to spread malicious code, links, files, and media content.  
They found rich soil for the technique of phishing11, based on 
Cross-Site Request Forgery12 (CSRF) attacks. 

IMPORTANT:  the above descriptions of methods for compromising web re-
sources is really only the tip of the iceberg in each case.  New types of web at-
tacks are invented on a regular basis, along with new combinations of known 
attack methods.  Zero-day vulnerabilities – security flaws in applications 
which the developer himself does not yet know about and for which patches 
do not exist.

When it comes to plug-ins, however, the sweet song sours, 
and plug-ins for some applications fare worse than others. 
Eighty percent or more of the vulnerabilities affecting plug-
ins for Apache and Joomla!, for example, had no patch.

IBM X-Force 2009 Trend and Risk Report

EXAMPLE OF A CSRF ATTACK

The attacker posts a specially constructed 
link in a forum masked as a tag for placing 
an image: 
<img src=»http://bankaccount.example/wi
thdraw?account=john&amount=10000&t
o=joe»>

When the forum is opened, the victim’s web 
browser goes to the user’s bank account 
and completes an unauthorized operation, 
instead of loading the image.  For this 
fraudulent operation to be successful, 
the browser must save the authentication 
parameters of the bank account.

11  Phishing Wikipedia definition 
Read more

12  CSRF Wikipedia definition 
Read more
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Websites, intranets and extranet portals are the first objects exposed to at-
tack and the sweetest morsels for spreading malicious code. 

Unfortunately, an analysis of the situation shows that this front is not in 
good shape and that the ‘dark forces’ are attacking from higher ground.  

Authoritative research13 has revealed that web applications are the largest 
source of security threats, making up 49 percent of all vulnerabilities. The 
report states that the top ten list of most vulnerable applications include 
well-known web content management systems: Drupal (2,7 percent of all 
vulnerability disclosures in 2009), Joomla! (2,6 percent), TYPO3 (1,5 per-
cent), and Wordpress (0,4 percent) with only 33 percent of the breaches 
patched. The most disturbing thing is that the share of unpatched third-
party plug-ins is 86%.

Indeed, it’s difficult to overestimate the importance of making the correct 
choice concerning security of web resources.  What should receive the most 
attention?  What kind of technologies are mandatory to secure protection 
in the face of an Internet criminal.  The answer to these questions can be 
found in the following table, which contains an overview of the security 
technologies applied in the top ten most ‘popular’ forms of web threats. 

Problem Solution

Attack through application 
vulnerability

Regular update of user and system 
software.  Implementation of a 
firewall and IPS

XSS-attack Filtering of special HTML symbols.  
Insert double quotes around tag 
parameters with dynamic values. 
Methodically add protocol (http) 
where it is needed for parameter tag 
values, for both HREF and SRC.  

CSRF-attack All queries of critical importance 
actions are signed with a parameter 
connected to the cookies of the 
current user.  

SQL injection Make clear designation of data 
types for numeric data. For text 
data, process the data using 
filtering of SQL symbols.  Carefully 
control the length of the data string. 

Web resource manage-
ment systems are the 
frontlines – taking the 
brunt of the attacks of the 
computer underworld.  

WORKING ON FUTURE MISTAKES
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13  PIBM X-Force 2009 Trend and Risk Report  
Read more

http://www.bitrixsoft.com?r1=wp&r2=sec
http://twitter.com/home?status=Top+10+web+security+threats+and+their+countermeasures+http://bit.ly/fJNZrG+|+(via+@bitrixsoft)+%23intranet+%23web20
http://www-935.ibm.com/services/us/iss/xforce/trendreports/


10 Ways To Keep Hackers In Check And Ensure Safe Web Resources.9

Problem Solution

Password theft Use a password no less than 
12 characters including letters, 
numbers and special symbols. 
Change the administrative 
password no less than once per 
month.  Save the password in a 
reliable place, not locatable by 
potential attackers (for example, in 
an encrypted container).  Use one-
time passwords14.

Phishing Apply protection technology against 
re-addressing queries, carry out 
awareness programs among users.  

DDoS-attacks User activity control, banned lists, 
limits on the number of connections 
from a single IP address.  Proper 
configuration of web servers and 
firewalls, creation of back-up 
and bandwidth capacity, as well 
as securing adequate hardware 
capacity. 
Unfortunately, guaranteed 
protection against this type of 
attack is not possible.  Protection 
measures serve only to complicate 
the work of attackers, eliminating 
‘amateur’ attempts. 

Spambots Use Turing15 (CAPTCHA) tests 
to identify bots and prevent 
contamination or use of public 
elements of web resources by 
spammers and malicious code.  

Recognizing Infection Timely identification of site 
intrusions can be achieved using 
a code integrity checker and web 
antivirus, which warns of suspicious 
activities on a web resource.

Traffic Interception Encryption of traffic, authentication 
by IP address, and regular changing 
of session identity. 

14  OTP Wikipedia definition 
Read more

15  Turing test Wikipedia definition 
Read more
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In contrast to the competition, the company concentrates a great amount of 
attention on the development of integrated protection from network attacks, 
as well as on implementing the principles of development of secure web ap-
plications and intense inspection and certification of third-party modules. 

As a result, the client receives a website, intranet or extranet portal which is 
ready for use without the need to acquire and install additional software or 
hardware.  Is the phrase “integrated protection” scary?  It shouldn’t be:  the 
system is controlled using different pre-set security levels.  All you need to 
do is choose the level of security and the system will automatically adjust 
the various parameters involved.  

The PRO+PRO™ security framework is an integral part of the platform and  
is included in the two flagship products: Bitrix® Site Manager and  
Bitrix® Intranet. It contains the following technologies: 

•	 Web application firewall 
The firewall filters incoming website requests from malicious 
code, hacker attacks and suspicious activity like buffer overflow. 
Protects against XSS, CSRF, SQL injection and File Include at-
tacks.

•	 Web antivirus 
In case the website has been compromised or a hacker has suc-
ceeded planting malicious code, the web antivirus is invaluable.  
It scans generated HTML pages before the website transfers them 
to the visitor and cuts out suspicious code fragments, notifying 
the website owner about the threat. The web antivirus uses dou-
ble scanning technology, leveraging a signature database and 
behavior analyzer.

•	 One-time passwords 
A hardware token generates a number of digits that the user has 
to add to the password each time he or she logs in. Thus, the 
password changes with each session and even if a malicious 
person acquires it, there is no possibility to use it in the future. 

•	 File integrity  
This feature allows discovery of changes that have been made to 
the system files. The administrator can verify the integrity of the 
system kernel, system files or public files at any time. This way it 
is easy to locate unauthorized changes and undertake necessary 
measures to prevent website intrusion.

Bitrix is deservedly con-
sidered to be a pioneer in 
development of security 
technologies for web re-
source management.  

WITHOUT FALSE HUMILITY
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Bitrix is a privately-owned 
company developing an 
advanced business com-
munications platform to 
bridge SMBs with their 
customers (Internet), 
partners (Extranet) and 
employees (Intranet).

Bitrix is a registered trademark of Bitrix, Inc. in the United States and 
other countries. 

The names of actual companies and products mentioned herein may 
be the trademarks of their respective owners.
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