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Introduction

Bitrix Intranet Portal implements special interface enabling unregistered persons to
access the portal via the Internet.

This mechanism is based upon the Extranet module, which is included in two senior
editions: Bitrix Intranet Portal: Extranet and Bitrix Intranet Portal: Enterprise. There
are no restriction on the number of external users, irrespective of the number of
licenses purchased.

The purpose of this manual is to give users and developers an insight of features of
this module.

This manual is for users and developers of Intranet portals powered by Bitrix
Intranet Portal. This documents presumes that the readers are well acquainted with
the vocabulary and notions used in Bitrix software.
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Chapter 1.
Introducing The Extranet Module

General Principles Of Extranet Space

Information space can be imaginably divided into two zones: the Internet and the
Intranet. The Internet is an external area accessible by anyone. The Intranet is an
intrinsic, private space that can be accessed by authorized persons only.

Bitrix Site Manager is aimed at giving people an exposure to the company’s activity
via the Internet. Bitrix Intranet Portal covers the company’s needs in the internal
communication and information space, which is the Intranet.

However, a problem arises when it comes to find a means of communication with
users that are external towards the company:. partners, clients, supplier etc. —
especially when a portion of confidential information is to be made available to these
users. Even the trusted partners should not be admitted to the company’s Intranet
for security reasons. A solution is simple: Extranet.

The Extranet module is the extension of the Intranet Portal allowing the company to
establish confidential communication with suppliers, distributors and other external
users without granting them an access to the internal information. The major
advantages are client service cost reduction and simple, safe and manageable
collaboration space.

About The Extranet Module

The Extranet module grants third party users a limited access to the company
information. Technically, the module is implemented as a separate restricted site in
the context of Bitrix Intranet Portal.

Functionally, the Extranet module is an add-on that is layered upon the Social
Network and the Intranet modules enriching the system with special permissions for
content and functions of the Intranet portal.

Restricting The Access

Access restrictions apply to the company staff (i.e. the users registered as members
of the company structural departments) as well as the external users.

If a user is not a company employee (not bound to any department), the system
redirects them to the extranet site. If a visitor is not even an external user, the
system prevents them from viewing the extranet site.
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The employees and the users may be granted different permissions for the extranet
site (see Configuring User Access Permission).

The Extranet Site Features

The extranet web site is functionally limited when compared to the Intranet portal
web site.

The workplace in extranet is concentrated in a workgroup. An extranet workgroup
possesses virtually the same functions as an Intranet portal workgoup; however,
there are differences (see Using Workgroups).

The Contacts section: shows available contacts (external users and the company
employees); the absence graphs; the birthdays chart; the blog feed showing only the
posts available to a given extranet user. This section also takes advantage of a new
user property: public employee.

The Documents section contains a common document library configured to display
and handle only the extranet documents. The members of the Extranet Users
group is granted read permission to the document library.

The Company section contains the subscription features in addition to the
conventional company information.

The Help section, among short explanation of the extranet features, offers user
interface to communicate with the technical support service. This interface is based
on the Wizard - extranet information block of the Services type.

The Microsoft Outlook data exchange protocol is also affected by the Extranet
module. Only the available contacts will be exported to Outlook.

The extranet infrastructure is broadened using the new desktop gadgets: My
Tickets and Contacts (see The Extranet Module Gadgets). Some of the standard
Intranet portal gadgets are unavailable on the extranet site.
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Chapter 2.
Installing And Configuring The Module

The Extranet module does not install automatically when Bitrix Intranet Portal is
being installed.

Installing The Module

ag Go to Settings > System Settings > Modules. A list of the currently
installed modules will show up.

g Find the Extranet module in the list and click Install (fig. 2.1)

e-Learning B.5:1 11/03/2009 Installed
g-Learning system

| Extranet 8.5.3 11/14/2009 | Not -
Enables company's personnel co-operate with external installed Install

partners.

Forum 8.5.2 10/02/2009  Installed
Forum module

Fig. 2.1 Installing the Extranet module

After the module has been installed, you have to configure it by running the extranet
site wizard.

The Extranet Site Wizard

Run the wizard by clicking the corresponding link on the module installation
completion page (fig. 2.2)

TI' Control panel

UE| Browsejg Cantent1|g| Design
(’} * Favorites ﬁ Settings @ Help | -ﬂ, | ; [1] (admin) John E‘-mith; ‘P Logout

" H"-'f.
Settings ‘{:} Install Extranet
[/’[ Content ik Desktop » Settings » Systemn settings » Modules
@ Services bk, i
A f_-} The module has been installed successfully

,HIJ Web Analytics

Bun Extranet Site Setup Wizard
E .
7 Settings :
{g} ng Backto list

[*1.7 Bookmarks
5, Manage users |1

Fig. 2.2 The Extranet module installed

6
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or by opening Settings > System Settings > Wizard list (fig.2.3).

ﬁ”',_': . . |
o0 Wizard list =
i Desktop » Settings » Systemn settings > Wizard list
Load wizard | EgSettings @Excel
D Mame Description ersion
= .| bitrix:extranet Extranet Site Setup  Extranet Site Setup Wizard 1.0.0
Install al Bitrix Intranet Portal An Intranet Portal configuration wizard 1.0.0
8.6
Download |
al_clear Bitrix Intranet Portal Intranet Portal Demo-data Cleaning Wizard 1.0.0
|7 Delete 8.6
= . bitrix:statistic.locations IP address index Wizard creates IP address index for country and  1.0.0
f wizard city lookup

Selected: 4 | Checked: 0

Fig. 2.3 Available wizards

Run the extranet site. The first wizard screen will bring up (fig. 2.4).

Step 1
, Oma - Bitrix Intranet Portal 8.5:
ii “"“‘- an Extranet Site Setup
i o
I

The site setup is starting

o o anetportal

This wizard will guide you through 6 steps to set up an extranet site. You will start
using the new site and work on the site content right after the wizard 1s complete.
The site setup is startin
Select the extranet site design and the colour theme, and specify the initial
configuration settings.

Next

Q BITRIX

© 2001-2010 Bitrix, Inc. www. bitrixsoft. com | Technical Support

Fig. 2.4 The initial screen

a Click Next.
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Step 2

Here you have to choose the site design you want for your extranet site (fig. 2.5)

Bitrix Intranet Portal 8.5:
Extranet Site Setup

Site Design

Bitrix
Intranet Portal

—

LSS Extranet/Modern template

1 The site setup is starting

2 Site Design

s@ |

- Extranet/Classic template

3 Extranet/Bright template

¢~ Back Next =5
Q BITRIX

® 2001-2010 Bitrix, Inc.

www_bitrixs oft. com | Technical Support

Fig. 2.5 The second step

Note: it is wise to select a design (or a color scheme at least) which would be
visually different from the one used for the intranet portal. This will give users a
positive visual cue to demarcate the frontier between the two areas.

a Click Next to open the subsequent step.

Step 3

This screen is used to select the color theme for the extranet site (fig. 2.6).
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Bitrix Intranet Portal 8.5:
Extranet Site Setup

Color Theme

Red
Red Theme

1 The site setup is starting &

aE

2 Site Design
3 Color Theme R Green
- - Green Theme
e -
AE= - bk
= H Blue
- Blue Theme
P =
& Back Next -
P
Q BITRIX
@ 2001-2010 Bitrix, Inc. wwwbitrixs oft. com | Technical Support

Fig. 2.6 Selecting the color theme

a Select the required colors and click Next to continue.

Note: you can always change the design and colors of your site later by running

the wizard again.

Step 4

Here you will configure your extranet site (fig. 2.7).
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(¥ ™
!

i

o
g
)
0 Bitrix
- Intranet Portal
¢ i

1 The site setup is starting
2 Site Design

3 Color Theme

4 site settings

Q BITRIX

® 2001-2010 Bitrix, Inc.

Bitrix Intranet Portal 8.5:
Extranet Site Setup

Site settings

Company Mame:
My Company: Extranet

Company Logo:

Browse_

Extranet Site ID:
¢

Extranet Site Folder:
fextranetf

Back

Install

www.bitrixs oft. com | Technical Support

Fig. 2.7 Configuring the extranet site parameters

aq Fillin the following fields.

8 Company Name: specify here the name of your company or any other text

to be shown as the site main title.

§ Company Logo: upload the company logo. The file size must not exceed
1.5 MB. The following file formats are supported: GIF, JPG, PNG.

§ Extranet Site ID: type here an arbitrary two-character code. A digit is also
possible, but the first character must be a Latin letter. You should change
the default ID if only it conflicts with the ID of the intranet portal.

§ Extranet Site Folder: provide the name of the folder in which the site will
reside. It is not recommended to change the default folder name.

Note: you can always change the site title and logo by running the wizard again.

g Click Install.

10
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Step 5

The extranet site is being installed (fig. 2.8).

Bitrix Intranet Portal 8.5:
Extranet Site Setup
: Data Installation
BItC potal
Information Blocks Structure .
48%
1 The site setup is starting
Installing data...
2 Site Design
3 Color Theme
4 site settings
5 Data Installation
-~
Q BITRIX
@ 2001-2010 Bitrix, Inc. www.bitrixs oft.com | Technical Support

Fig. 2.8 The extranet site installation

The system will automatically advance to the next step after the installation is
complete.

Step 6

This screen informs a user that the site has been installed successfully (fig. 2.9).

11
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Bitrix Intranet Portal 8.5:

,| O
:i ““—J‘ Extranet Site Setup
kil L Finishing The Setup

}
| Bitrix
= [tranet Portal
=3 —

1 The site setup is starting

Congratulations!

The extranet site setup has completed.

2 Site Design

Open Portal
3 Color Theme
4 site settings

5 Data Installation

6 Finishing The Setup

Q BITRIX

@ 2001-2010 Bitrix, Inc. www. bitrixs oft.com | Technical Support

Fig. 2.9 The final step

Click Open Portal to close the wizard and open the intranet site.

Configuring The Module

The extranet site wizard tunes the module parameters automatically. You are not
recommended to amend the suggested settings unless you clearly understand their
meaning.

Note. An extranet site can be created without having to run the wizard. Since the
extranet environment is based upon the multisite technology, an experienced and
profound developer can create an extranet site manually. Then, the site should
be configured using the site settings parameters in the Extranet module settings.
A developer must keep in mind the necessity of creating separate user groups to
differentiate access permissions and introduce user properties to describe a
public employee. The Extranet Wizard performs all the configuration
automatically.

Another concern to consider is possible conflict between the objects of the
extranet site and the intranet portal (forums, information blocks etc.) These must
be separated as well.

12
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Whenever you need to change the module parameters, go to Settings > System
Settings > Module Settings > Extranet to open the module settings form (fig. 2.10).

::,'{'ﬂ: . ]
i1 Module Settings =
ik Desktop > Settings » Systemn settings > Module settings

Extranet -

Settings

Module settings

Extranet Site ID: [cg] My Company: Extranat ~
Field ID for User Property Defining Employee Public UF PUBLIC
Availability: =
Extranet User Group:  Exrgnet Users [11] -

| Save || Reset | | Default |

Fig. 2.10 The Extranet module settings

§ Extranet Site ID: specifies the site that the system will use as an extranet
site.

§ Field ID for User Property Defining Employee Public Availability:
specifies the name of a user property which is used to indicate a public

employee. The code must be previously created in Settings > System
Settings > User Fields.

§ Extranet User Group: any user group can be selected for use with the
extranet site; however, it is strongly recommended to use a special group.

Configuring User Access Permission

Both external users and company members should be the members of the Extranet
Users group created by the extranet site wizard. This membership gives users the
most limited access to the extranet site.

Besides that, the wizard creates three more user groups:

8 Allowed to create extranet user groups: just as it says, it gives a user
permission to create user groups.

§ Extranet Site Administrators: these users have permission to manage the
accounts of external users; they have full access to view and edit the
extranet site content.

§ Extranet Support: these users have access to all the techsupport tickets
created on the extranet site.

The users can be added to any of these user groups using the common user
management interface in Control Panel: Settings > Manage Users > User list.

13
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Accessing The Extranet Site From The Internet

Accessing the intranet portal from the Internet is usually prohibited for security
reasons. The system administrators (or other persons responsible for maintenance
of the web infrastructure) close such access when installing the intranet portal by
unchecking the Allow Unauthorized Visitors option (step 4 of the Intranet Portal
Wizard).

The architecture of the extranet site is based on the intranet portal methodology,
hence the way to allow or disallow external access is similar in this case.

In order to enable external visitors to access the extranet site:

g open Settings > System Settings > Wizards;

a run Intranet Portal Wizard and repeat all the actions you have
previously performed. Remember to check the Allow Unauthorized
Visitors option.

14
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Chapter 3.
Viewing The Extranet Site

After the module has been installed and configured, the authorized users that are
granted permission to access the extranet site will see the Extranet item in the
intranet portal menu (fig. 3.1).

@) Intranet Portal Hello, Tohn Smith -
My Company My portal | £3Business Processes | Logout

Home | Employees Documents | Workgroups = Communication @ Services | Company | Help | Extranet

Welcome To Intranet Portal Search | » |
& To delete demo data from your portal, use Cleanup Wizard. You can run the wizard by clicking "Cleanup Wizard" on the Control Panel toolbar
when in Browse mode, or using this link.
+ add ¥ Reset current settings ' Save as default settings
Find Official Information Information
Employee
-5'- Septemmber 20, 2009
Full Name: “* Employee Awards Ceremony Personal
On September 19, our company held its annual employee D hb d
awards ceremony.
Department: g as oar
Z 0 September 19, 2009
1o = Computer Use Policy _ M—'l’\

Fig. 3.1 A new Extranet menu item

A user (a company employee or an external person) can open the extranet site by
clicking this link. The extranet site contains the reciprocal link (Intranet) to get back
to the intranet portal; such link is available to the company employees only.

The external users get the extranet site link in the invitation received by the e-mail.

15
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Chapter 4.
Using Workgroups

Functionally, the scope of extranet workgroups features is almost the same as in the
intranet portal.

How Extranet And Intranet Workgroups Differ

8 An extranet workgroup is visible to its members only.

8 The procedure of the workgroup creation is slightly different due to the fact
that an external user is not a company employee and is unable to authorize
at the intranet portal. The same applies to the workgroup membership
confirmation.

8 Different default permissions for the photo gallery, the calendar, files and
blogs. A new status introduced to grant write access to all registered users.

Creating A Workaroup And Inviting Users

In the extranet environment, the workgroup creation is a two-step procedure: first, a
workgroup object is created; then, the invitations are sent to the employees and
external users.

Note: it is a good idea to create the workgroup topics before creating a
workgroup. For more information about topics, see the training course:
https://www.bitrixsoft.com/support/training/course/lesson.php? COURSE _ID=26&|
D=1435.

Perform the following actions to create a workgroup.

a Select Create Group in the Workgroups menu (fig. 4.1).

16
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@ Intranet Portal

My Company: Extranet

Home | Workgroups @ Contacts Documents | Company |
My Groups
Welcol b £
Create Group
Extranet Projects - -
Extranet ] -ation with partners, (
that can Marketing an with the company’
Products
=+ Add
Sales

Fig. 4.1 Using the menu to create a workgroup

This will open the workgroup properties form (fig. 4.2).

John Smith: Create Group

Group Parameters

_Supply Chain h«;lanagement

*Group Name:

*, ot .
Group Description:  ops o york group deals with questions

of modern supply chain management
techniques, new product packaging
materials, etoc.

Sl o .C:\Users‘LAnnushka\Dé

Keywords:  yiranet, extranet, portal

*Wheo Can Invite to Group!  : Group Owner And M-:}deratorst]

{ -Mot selected--
| Group Owner

l Create Group H Cancel ]

_ Owner And Moderators
All Members

Fig. 4.2 The workgroup properties editor

g Fill in the form fields.

8 Group Name: the workgroup name as it is shown to users;

8§ Group Description: an arbitrary text explaining the purpose of the
workgroup or any other text;

8 Group Image: an image file which is used as the workgroup icon;
8 Keywords: any words associated with the workgroup;
8 Who Can Invite to Group: select the desired type of persons.

17
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a Click Create Group. The system will take you to the second step in
which you will invite users (fig. 4.3).

Supply Chain Management: Invitation to Group

An invitation to group message will be sent to the users. The users will be listed
here after they have confirmed their membership.

* Users: Olivia Acres <o.acres@example.com: [35]

Company Employees:
Joel Ainsworth <j.ainsworth@example.com= [201] Add

External Users:

(enter & name) Add

You can also send the invitation by e-mail. Use the following address format:
socxi@eite.com

"name lastname" <xxx@site.com=

separated with new line or comma.

user@your site.com

Group: Supply Chain Management

T Your messagel  pot me invite you to my workgroup 'Supply Chain Management'

Send Invitation || Skip |

Fig. 4.3 Adding users

g Fillin the form fields.

8§ Company Employees: contains the workgroup members (company
employees).
8 External Users: add here external users from your contact list.

8 e-mail address box: add here any external users that are not on your
contact list.

Note: the system permits to invite registered users by e-mail.

8 Your Message: provide here the message that will be sent to the invited
users.

To add a user to the list, type the user name and address and click Add.

18
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a Click Send Invitation.

The specified company employees and the registered external users will receive the
standard workgroup membership invitation.

The unregistered external users will get the invitation via the e-mail. They will have
to click a link specified in the message and fill in the registration form (fig. 4.4).

Authorization

“First Name: Sandra
['( ml *Last Name: Buijs
: Company:
Phone: 123456789

Photo:

Login: user@your_site.com
*Password (6 or more

characters):: aoiciaioto

*Confirm Password: (TTTTT]

=

] remember Me

*Required Fields

You can change your personal information at the profile
settings page.

Fig. 4.4 The extranet user registration form

Having completed the form, an invited person can log in to the extranet site and
accept the invitation.

Any workgroup member can invite user to the group if a corresponding permission is
specified in the workgroup parameters. However, if a user is not a company
employee, they cannot use the Company Employees field.

You can resend the invitation to unregistered extranet site users. This function in not
included in the Intranet portal.

Note: if a company employee accepts the invitation, they will have to log off and
authorize again. Otherwise, an employee will not see the Extranet menu item.

19
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Closing A Workgroup

After all the tasks assigned to a workgroup has been completed, it is recommended
to archive the workgroup. This will prevent making unwanted changes to the
workgroup and sending unpremeditated invitations.

Note: the external extranet workgroup users will have access to the extranet site
until they are removed from the extranet user group. This can be done by the
Administrators extranet user group members.

20
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Chapter 5.
Public Employees

An extranet site introduces a notion of a public employee which is not used in the
Intranet portal. This feature is necessitated by the involvement of external users in
the extranet infrastructure.

A public employee is always available for communication and inclusion in any
workgroup. In essence, such person is an extranet assistant. A public employee
must always be an person of the company to which the extranet site belongs.

The following actions are required to activate the “public employee” property of a
certain person.

a Go to Settings > Users > Users and open a required user for editing.
a Switch to the Additional tab (fig. 5.1).

User | Groups || Personal data || Occupation || Blog | Forum || Training | Additional ‘@v
Custom Fields

Custom fields

Add user property

Public Extranet Person: []

Company structure

Departments: | g
_Berlin Office

LAY

.. Finance Department

... Accounts Department

... Auditars

. IT Department

... Information Security Service

... Software Support Service -

Notifications
Default site for notifications:  [s1] My Company -

Notify user: [

[ Save ] l Apply ] ’ Cancel ]

Fig. 5.1 Setting the public employee property

a Check the Public Extranet Person box. The user property code for this
property is UF_PUBLIC.

aq Save changes.

21
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Chapter 6.
The Extranet Module Gadgets

The extranet gadgets (My Tickets and Contacts) are not included in the Intranet
portal distribution package. You can add the gadgets just in the same way as you do
it for the Intranet portal desktop, after the installation of the Extranet module.

The “Contacts” Gadget

Another notion introduced in the Extranet module is contact. A contact is an external
user with whom a user communicates in the context of a workgroup.

An extranet site has a Contacts section, which is similar to the Employees Intranet
portal’s section. Another way to view personal contacts is provided by the Contacts
gadget; just add it to the extranet site desktop (fig. 6.1).

Contacts

Users In My Workgroups:

anline

all

All Employees

Fig. 6.1 The “Contacts” Gadget

This gadget displays the person’s contacts and the public employees. The number
of visible contacts can be configured in the gadget properties.

The main purpose of the gadget is providing faster access to messaging services.
The contacts list is divided into two parts: the members of the person’s workgroups
and the public employees. Both lists are sorted by the latest message time.

Note: the external users are highlighted with a special icon.
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The “My Tickets” Gadget

This gadget has been developed to help the techsupport clients get response more
rapidly (fig. 6.2).

My Tickets

Tickets per page:
)

Status Filter:
(all) -

| ok || cancel |

=t Modified: 03/25 4:5

@ Suggestion for improvement of the
Portal

Total Messages:: 1

= &y LD L

Create Ticket

Fig. 6.2 The “My Tickets” gadget showing the properties pane
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Final Notes

This document has touched upon main steps required to set up and maintain the
extranet site within the Intranet portal.

You can ask your questions at the Bitrix corporate forum:

https://www.bitrixsoft.com/support/forums.php

Should you have any difficulty using Bitrix software, do not hesitate to send a
request to the technical support service:

https://www.bitrixsoft.com/support/index.php
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